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Orchestrating Data. Harmonizing Networks.

Case Study: Data Retention

DATA RETENTION:

HARNESSING 1P ADDRESS DATA

Enhance lawful intercept with
signaling, route, destination
and network management
information

Filter, analyze, generate reports
based on source, destination
and subscriber details

Extensible persistent storage
of records

IP address pool monitoring
and utilization management

System health monitoring and
KPI reporting

Carrier grade scalability and
proven performance

Distributed and
topologies

centralized

High availability and geo-

redundancy

Cirries CG-NAT Analyzer helps
cable operator meet regulatory

requirements and prevent churn

THE CUSTOMER

A large cable operator in Latin America is experiencing rapid
and accelerating growth of its subscriber base. Carrier-Grade
Network Address Translation (CG-NAT) has been deployed to
allow sharing of a limited public IP address pool. Dynamic
allocation and de-allocation of the addresses among
subscribers insures Internet access for all subscribers.

THE CHALLENGE

Law enforcement agencies can ask the operator to identify a
subscriber who was using one of the operator’s public IP
addresses at a particular time or for all subscribers that
accessed particular websites or Internet addresses. Local
regulations require the operator to provide this information
for up to two (2) years after the particular time requested.

Dynamic allocation and de-allocation of IP addresses across a
growing base of subscribers challenges the operator’s ability
respond to law enforcement and to comply with these
requirements.

THE ANSWER

The CG-NAT Analyzer correlates data from multiple systems to
deliver the information necessary for the operator to meet its
obligations. Subscriber information from DHCP servers and
billing systems is combined with NetFlow information
produced by network routers to create the accurately detailed
reports that conform to regulatory and law enforcement
requirements. Additionally the CG-NAT Analyzer can be
extended to incorporate statistics and reporting focused on IP
address pool management, service quality and network
efficiency
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NAT ANALYZER BENEFITS

Meets law enforcement regulatory requirements

Improves customer satisfaction and reduce churn by managing IP
addresses pool efficiently

Collects details for every session creation: Private IP address, Private port
number, Public IP address, Public port number, Time stamp

Supports search for information by time, Public IP and Port, Private IP,
Subscriber ID, Destination

Provides summary of resource utilization: IP Address Pool Usage, Rate of
Allocation of IP Address, Duration of IP Address Usage
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